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VERIFICATION: IS MY PROTOCOL DESIGNED CORRECTLY?

€
certs, privC,mk

Card (C)

pubCA

Terminal (T )

mk

Bank (B)

s = f (mk,ATC), random NC random UN s = f (mk,ATC)

SELECT, 1PAY.SYS.DDF01

AID1,AID2, . . . ,AIDn

SELECT,AIDx

PDOL tags & lengths

GET PROCESSING OPTIONS,PDOL

AIP,AFL

READ RECORD

PAN,expDate,...,certprivCA(B,pubB),
[certprivB(C,pubC,CVM list,AIP),]
CDOLs tags & lengths,CVM list

ODA starts
SSAD = signprivB(PAN,expDate,AIP)

INTERNAL AUTHENTICATE,UN

SDAD = signprivC(NC,UN)

[ Offline PIN verification ]

TA starts
GENERATE AC, CDOL1

X = hPDOL,CDOL1i
AC = MACs(X ,AIP,ATC, IAD)
T = h(X ,CID,ATC,AC, IAD)
SDAD = signprivC(NC,CID,AC, [T, ]UN)

CID,ATC,AC/SDAD, IAD PAN,AIP,X ,ATC,IAD,AC [,aencpubB(PIN)]

Y = AC� p8(ARC)
ARPC = MAC0

s(Y )

CDOL2 = hARC,ARPC, . . . iGENERATE AC,CDOL2

X 0 = hPDOL,CDOL1,CDOL2i
TC = MACs(X 0,AIP,ATC, IAD0)
T 0 = h(X 0,CID0,ATC,TC, IAD0)
SDAD0 = signprivC(NC,CID0,TC, [T 0, ]UN)

CID0,ATC,TC/SDAD0, IAD0
IAD0,TC

Fig. 1. An overview of the EMV transaction. Dashed messages and bracketed terms are either optional, or depend on previous steps, or de-
pend on the parties’ choices. For simplicity, this chart only shows the execution flow in which the card responses have the success trailer 9000.
Notation: � is exclusive-OR; f is a key derivation function; (privC , pubC ), (privB , pubB), and (privCA, pubCA) are the PKI pairs of the card,
the bank, and the CA, respectively; certk(cont) is the PKI certificate on cont signed with the private key k; signk(m) is the signature on m with the key
k; aenck(m) is the asymmetric encryption of m with the key k; MACk(m) and MAC 0

k(m) are Message Authentication Codes on m with the key k;
pb(m) is the right-padding of m with b zero bytes.

The EMV Standard: Break, Fix, Verify David Basin, Ralf Sasse, and Jorge Toro-Pozo (S&P 2021)



OVERVIEW

• Modelling privacy-like properties of cryptographic protocols. 

• Quasi-open bisimilarity for the applied pi-calculus: formalising privacy. 

•UBDH: an unlinkable key agreement for smart card payments. 

•UTX: an unlinkable smart card payment protocol.
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PROTOCOL’S BEHAVIOUR = LABELLED TRANSITION SYSTEM = PROCESS

• private values (keys, nonces) 
• messages exposed to the environment 
• available actions

π • input / output / internal computation 1

ns.outh (s)i.
⇣

!C(s, . . .) | !T( (s) , . . .) | !B(. . .)
⌘

ns.
⇣

!nc.!C(s, c) | outh (s)i.!ncht.readerhchti.T( (s) , cht)
⌘

Small_Impl , ns.
outh (s)i.
!nc.
!nchc.cardhchci.C(s, chc, c)

Small_Impl , ns.
outh (s)i.
!nc.
!nchc.cardhchci.C(s, chc, c)

Small_Impl , ns.
outh (s)i.
!nc.
!nchc.cardhchci.C(s, chc, c)



REACHABILITY (SECURITY)

• There is a powerful default (Dolev-Yao) attacker capable of:  
intercepting, blocking, modifying or injecting messages. 

• Well-developed tool support 

— ProVerif, Tamarin

An attacker interacting with the system can not force the system to reach a 
“bad” state where a property (authentication, secrecy) is violated.



INDISTINGUISHABILITY (PRIVACY)

• No default attacker (no default      ) 

• Limited tool support 

— DeepSec, ProVerif

∼

∼

An attacker interacting with the system can distinguish between the idealised 
system Spec, where the target property (unlinkability, anonymity) definitely 
holds, and the real-world system Impl.

Impl Spec



RESEARCH QUESTIONS

Q1: Can we identify the requirements for an equivalence 
notion suitable for modelling indistinguishability properties 
of security protocols?

Q2: Can we identify a canonical equivalence notion satisfying 
the identified demands?

Q3: Can we reason effectively about protocols using the 
identified equivalence?



REQUIREMENT 1: CLEAR VERIFICATION OUTCOME

Spec ⊨ ϕ

R1: Whenever the property fails there is a formula     describing a testable attack.

Impl ⊭ ϕ

ϕ

∼

≁



REQUIREMENT 2: CONGRUENCE

R2:      should be a congruence relation.

Small_SpecSmall_Impl C{Small_Impl}= Impl

C{ ⋅ }

C{Small_Spec}=Spec

∼

BONUS: When possible, we can reduce the amount of work needed for verification!

∼∼ ⟹



REQUIREMENT 3: BISIMILARITY

R3: Attacker should be able to make decisions dynamically, during the execution.

≁
π1

π1 π2

π1 π2

trace equivalence bisimilarity

BAC BAC

finer equivalences

EVIDENCE: 

• 2016: The (correct !) proof that the BAC protocol used in biometric 
passports is unlinkable in the trace equivalence-based model. 

• 2019: A (practical !) attack has been discovered employing the 
bisimilarity-based model.

L. Hirschi, D. Baelde, and S. Delaune. 
A method for verifying privacy-type 
properties: the unbounded case (S&P).

I. Filimonov, R. Horne, S. Mauw, and Z. 
Smith. Breaking unlinkability of the 
ICAO 9303 standard for e-passports 
using bisimilarity (ESORICS).



QUASI-OPEN BISIMILARITY

∼
∼open

∼early

quasi-open bisimilarity: the coarsest bisimilarity congruence for the 
applied pi-calculus

∼

Testable attacks 
Congruence 
Bisimilatiry

Testable attacks 
Congruence 
Bisimilarity



QUASI-OPEN BISIMILARITY
PSpec ∼ PImpl ⟺ ∼

⟹

π π π
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m1, m2, m3

fst(m1) =

m1, m2, m3

sdec(m2, m3)
fst(m1) =
sdec(m2, m3)

⟹
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⟹
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1
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1
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SMART CARD PAYMENTS (EMV)

AC

mk

OK

€

AC

NO PRIVACY



g  public

c t

Diffie-Hellman

OFFICIAL PROPOSAL: PRIVACY-PROTECTING ENCRYPTION

agree on key kagree on key k

2012: “Blinded Diffie-Hellman RFC”, EMVCo LLC

{ }k
… …

cg

tg

c*tg t*cg

actg

a, cg, sig(cg,s){ }

a*

a* a*

Blinded



EAVESDROPPER → ACTIVE ATTACKER 

Passive

20m

Active

1m

1. An active attacker powers up the card. 

2. Establishes a symmetric key    with the card. 

3. Obtains the long-term identities comprising       .

k



PASSIVE VS ACTIVE

passive unlinkability active unlinkability

1976      Diffie-Hellman
2012      Blinded Diffie-Hellman

NO IMPROVEMENT

?



UNLINKABLE BLINDED DIFFIE-HELLMAN (UBDH)

C

pk(s), c
hf(c, g) , sig(f(c, g) , s)i

T
pk(s)

fresh a fresh t
z1 := f(a, f(c, g))

f(t, g)

kc:= h(f(a · c, f(t, g))) kt:= h(f(t, z1))

z2 := {hf(a, f(c, g)) , f(a, sig(f(c, g) , s))i}kc

hm1, m2i := dec(z2, kt)
verify(hm1, m2i , pk(s))
m1 = z1

auth

1

f(a, (M, s)) =E (f(a, M) , s)Verheul condition:

1

a, f(c, g) , (f(c, g) , s)



UNLINKABILITY DEFINITION

∼

A card can participate 
in many sessions.

A card can participates 
in at most one session.

∼

4

Impl ,

ns.
⇣

!nc.
!nchc.cardhchci.C(s, c, chc) |

outh (s)i.
cht.termhchti.T( (s) , cht)

⌘

ns.
⇣

!nc.
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⌘

, Spec

4

Impl ,
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!nc.
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, Spec



CONGRUENCE ENABLES COMPOSITIONAL REASONING

Theorem 1: ∼ ∼⟹

1

Small_Impl ,

ns.
outh (s)i.
!nc.
!nchc.cardhchci.C(s, c, chc)

ns.
outh (s)i.
!nc.
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, Small_Spec

1

Small_Impl ,
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outh (s)i.
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!nchc.cardhchci.C(s, c, chc)

ns.
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, Small_Spec∼
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Proof.

◼

1
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∼

4
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BDH PROTOCOL IS NOT UNLINKABLE

≁Theorem 2:

ϕ =

Proof.

◼

⊭ ϕ

1

⌦
out(pks)

↵
⌦
card(u1)

↵⌦
u1(v1)

↵⌦
u1 f(y1, g)

↵⌦
u1(w1)

↵
⌦
card(u2)

↵⌦
u2(v2)

↵⌦
u2 f(y2, g)

↵⌦
u2(w2)

↵
�

( (w1, (f(y1, v1)))) = ( (w2, (f(y2, v2))))
�

⊨ ϕ



UBDH PROTOCOL IS UNLINKABLE

∼Theorem 3:

◼

Proof. UPDspec R UPDimpl

UPD spec Y ⌫s, c1, , cL, ch1, , chL,

al1 , , alK . �

C1 CL

!⌫c.⌫ch.card ch .Cupd s, c, ch

R

UPD ,⌦
impl Y ⌫s, c1, , cD, ch1, , chL,

al1 , , alK . ✓

Cd
l !⌫ch.card ch .Cupd s, cd, ch

!⌫c.!⌫ch.card ch .Cupd s, ch, c
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l chl if l ↵
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Cd
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E
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pks� pk s
ul� chl if l 1, , L
vl� � al,� cl, g if l � � �
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pks✓ pk s
ul✓ chl if l 1, , L

vl✓ � al,� cd, g if l ⇣d � � �

wl✓ md al, Yl✓ if l ⇣d �

 ↵,�, �, � , ⌦ ⇣1, ,⇣D are partitions of 1, ,L

K � � � l1, , lK � � �

pks, ul, vl, wl # card, s cl, chl, al l 1, , L

Yl # s cl, chl, al l 1, , L

fv Yl vi i ↵ wi i ↵ � � l
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C1 CL
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R
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!⌫c.!⌫ch.card ch .Cupd s, ch, c
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F
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H
d if l ⇣d �

pks� pk s
ul� chl if l 1, , L
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fv Yl vi i ↵ wi i ↵ � � l

✤ Defining a relation (hard)

✤ Verify it is a quasi-open 
bisimulation (less hard)



passive unlinkability active unlinkability

DH
BDH

UBDH

passive unlinkability active unlinkability

EMV
BDH + EMV

2019: EMVCo abandons efforts to enhance privacy. 

KEY AGREEMENT IS FIXED!

WHAT ABOUT A FULL PAYMENT PROTOCOL?

UBDH + EMV

UBDH + ? = UTX NO IMPROVEMENT



REQUIREMENTS

• Unlinkability 

• NO card number PAN 

• NO certificate (public key, signature) 

• NO expiry date

Privacy

C T

BTBC
PaySys

B
AC

Functional

• Fast 

• The support of PIN 

• TX:  

• Offline/Online 

• Contact/Contactless 

• High/Low-Value

• T authenticates C 

• T checks the legitimacy of C  

• T checks that C is not expired 

• Agreement 

• If B accepts the transaction, then B, 
T, and C agree on the transaction

Security



UTX PROTOCOL
Anon.

⇠

pk(B) , h{ hMM, vsig(q (2, g) , jMM) i }60MM=0 i, 2 ,
q (2, g) ,<: , PAN, PIN

)

hhMM,q (1C , g) i, sig( hMM,q (1C , g) i, B) i,
vpk(jMM) , kbt, TX0

⌫

1C , kbt, q (2, g) ,
<: , PAN, PIN

SELECT PaySys_List

hUnlinkablei

fresh 0 fresh C

SELECT Unlinkable, Z1 B q (C, g)

Z2 B q (0,q (2, g))

k2B h(q (0 · 2,Z1)) kCB h(q (C,Z2))

hMC,MCB i B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i

check(MCB , pk(B)) = MC

[B,BB ] B hq (0,q (2, g)) ,q (0, vsig(q (2, g) , jMM))i

vcheck(BB , vpk(jMM)) = B
B = Z2

TX B TX0, uPIN
offl

high-value
Enter uPIN

uPIN = PIN
offl

k21B h(q (0 · 2,q (1C , g))) AC B h0, PAN, TX, ok i
AC⌘<02 B h(hAC,<:i)

{hAC,AC⌘<02 i}k21 , ok

k2= kC

TX0,Z2, {hAC,AC⌘<02 i}k21 , uPIN
onl

k12B h(q (1C ,Z2)) [= k21 ]

h( hAC,<: i) = AC⌘<02

TX = TX0

q (0,q (2, g)) = Z2
hPAN, TX,0i is unique
uPIN = PIN

onl

TX, accept

kbt

Figure 4: The UTX protocol. O�line and online high-value modes are annotated as offl and onl respectively.

key agreement

card’s authentication and 
cryptogram generation

bank’s processing



AUTHENTICATION AND CRYPTOGRAM GENERATION

Anon.

⇠

pk(B) , h{ hMM, vsig(q (2, g) , jMM) i }60MM=0 i, 2 ,
q (2, g) ,<: , PAN, PIN

)

hhMM,q (1C , g) i, sig( hMM,q (1C , g) i, B) i,
vpk(jMM) , kbt, TX0

⌫

1C , kbt, q (2, g) ,
<: , PAN, PIN

SELECT PaySys_List

hUnlinkablei

fresh 0 fresh C

SELECT Unlinkable, Z1 B q (C, g)

Z2 B q (0,q (2, g))

k2B h(q (0 · 2,Z1)) kCB h(q (C,Z2))

hMC,MCB i B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i

check(MCB , pk(B)) = MC

[B,BB ] B hq (0,q (2, g)) ,q (0, vsig(q (2, g) , jMM))i

vcheck(BB , vpk(jMM)) = B
B = Z2

TX B TX0, uPIN
offl

high-value
Enter uPIN

uPIN = PIN
offl

k21B h(q (0 · 2,q (1C , g))) AC B h0, PAN, TX, ok i
AC⌘<02 B h(hAC,<:i)

{hAC,AC⌘<02 i}k21 , ok

k2= kC

TX0,Z2, {hAC,AC⌘<02 i}k21 , uPIN
onl

k12B h(q (1C ,Z2)) [= k21 ]

h( hAC,<: i) = AC⌘<02

TX = TX0

q (0,q (2, g)) = Z2
hPAN, TX,0i is unique
uPIN = PIN

onl

TX, accept

kbt

Figure 4: The UTX protocol. O�line and online high-value modes are annotated as offl and onl respectively.

• Each month PaySys reveals the signed bank’s public key + the validation key 

• The card only responds to the current and previous months. 

• The card generates a session key with the bank and encrypts the PAN.



BANK’S PROCESSING

Anon.

⇠

pk(B) , h{ hMM, vsig(q (2, g) , jMM) i }60MM=0 i, 2 ,
q (2, g) ,<: , PAN, PIN

)

hhMM,q (1C , g) i, sig( hMM,q (1C , g) i, B) i,
vpk(jMM) , kbt, TX0

⌫

1C , kbt, q (2, g) ,
<: , PAN, PIN

SELECT PaySys_List

hUnlinkablei

fresh 0 fresh C

SELECT Unlinkable, Z1 B q (C, g)

Z2 B q (0,q (2, g))

k2B h(q (0 · 2,Z1)) kCB h(q (C,Z2))

hMC,MCB i B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i

check(MCB , pk(B)) = MC

[B,BB ] B hq (0,q (2, g)) ,q (0, vsig(q (2, g) , jMM))i

vcheck(BB , vpk(jMM)) = B
B = Z2

TX B TX0, uPIN
offl

high-value
Enter uPIN

uPIN = PIN
offl

k21B h(q (0 · 2,q (1C , g))) AC B h0, PAN, TX, ok i
AC⌘<02 B h(hAC,<:i)

{hAC,AC⌘<02 i}k21 , ok

k2= kC

TX0,Z2, {hAC,AC⌘<02 i}k21 , uPIN
onl

k12B h(q (1C ,Z2)) [= k21 ]

h( hAC,<: i) = AC⌘<02

TX = TX0

q (0,q (2, g)) = Z2
hPAN, TX,0i is unique
uPIN = PIN

onl

TX, accept

kbt

Figure 4: The UTX protocol. O�line and online high-value modes are annotated as offl and onl respectively.



UTX PROTOCOL IS UNLINKABLE
Provably Unlinkable Smart Card-based Payments

(a) The real protocol speci�cation UTXimpl

a user, B, B8, jMM .>DC hpk(B)i.>DC hvpk(jMM)i.
⇣

!aPIN,<:, 2, PAN.
�

let crtC B vsig(q (2, g) , jMM) in
!ach.20A3 hchi.⇠ (ch, 2, pk(B) , crtC, PAN,<:, PIN)

| !userhPINi | !hB8, PANihhPIN,<:,q (2, g)ii
�
|

a1C .!akbt.
�

ach.10=: hchi.⌫(ch, B8, kbt,1C ) |
let crt B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)iin
ach.C4A<hchi.) (DB4A , ch, vpk(jMM) , crt, kbt)

� ⌘

(b) The ideal unlinkable protocol speci�cation UTXspec

a user, B, B8, jMM .>DC hpk(B)i.>DC hvpk(jMM)i.
⇣

!aPIN,<:, 2, PAN.
�

let crtC B vsig(q (2, g) , jMM) in
ach.20A3 hchi.⇠ (ch, 2, pk(B) , crtC, PAN,<:, PIN)
| !userhPINi | !hB8, PANihhPIN,<:,q (2, g)ii

�
|

a1C .!akbt.
�

ach.10=: hchi.⌫(ch, B8, kbt,1C ) |
let crt B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)iin
ach.C4A<hchi.) (DB4A , ch, vpk(jMM) , crt, kbt)

� ⌘

Figure 5: Speci�cations for the real UTX protocol and its ideal unlinkable version

(a) Card⇠ (ch, 2,?:B , vsigMM,PAN,<:,PIN)

ch(I1).
a0.letI2 B q (0,q (2, g)) in

chhI2i.
let k2B h(q (0 · 2, I1)) in
ch(<).
let hhMM,~⌫i,MCB i B dec(<, k2 ) in
if check(MCB , ?:B ) = hMM,~⌫i then

ch
⌦
{hq (0,q (2, g)) ,q (0, vsigMM)i}k2

↵
.

ch(G).
let hTX, uPini B dec(G, k2 ) in

letAC B h0, PAN, TXi in
letACok B h0, PAN, TX, oki in
letAC? B h0, PAN, TX,?i in
let k21B h(q (0 · 2,~⌫)) in
if uPin =? then

ch
⌦
{{hAC, h(hAC,<:i)i}k21 }k2

↵
else if uPin = PIN then

ch
D
{h{hACok, h(hACok,<:i)i}k21 , oki}k2

E
else

ch
⌦
{h{hAC?, h(hAC?,<:i)i}k21 ,?i}k2

↵

(b) Terminal)onhi (user, ch,?:MM, crt, kbt)

a TXdata.

let TX B hTXdata, hii in
aC .letI1 B q (C, g) in

chhI1i.
ch(I2) .
let kCB h(q (C, I2)) in

ch
⌦
{crt}kC

↵
.

ch(=).
let hB,BB i B dec(=, kC ) in

if vcheck(BB , ?:MM) = B then

if B = I2 then

DB4A (uPIN) .

ch
⌦
{hTX,?i}kC

↵
.

ch(~).

chh{hTX, I2, dec(~, kC ) , uPINi}kbti.
ch(A ) .
if dec(A , kbt) = hTX, rtypei then
if rtype = accept then

chhauthi

(c) Bank ⌫ (ch, B8, kbt,1C )

ch(G) .
let hTX0, I2, EAC, uPINi B dec(G, kbt)
let k12B h(q (1C , I2)) in
let hAC,AC⌘<02i =dec(EAC,k12)in
let hG0, PAN,TX,pinVi = AC in

hB8, PANi(PIN,<:, ?:2 ) .
if h(hAC,<:i) = AC⌘<02 then

if TX = TX’ then

if q (G0, ?:2 ) = I2

let hTXdata, TXtypei B TX’ in
if TXtype = lo then

chh{hTX’, accepti}kbti
else if TXtype = hi then

if (pinV = ok) _ (uPIN = PIN) then

ch
⌦
{hTX0, accepti}kbt

↵
else

chh{hTX’, rejecti}kbti

In addition, there are processes )offhi and )lo de�ning the behavior for o�ine high-value and low-value transactions respectively and
presented Appendix B. Moreover there is ) is de�ned as )onhi +)offhi +)lo

Figure 6: Speci�cations for the three roles in the UTX protocol

Theorem 5: ∼

Proof.

Provably Unlinkable Smart Card-based Payments
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⇠ (2⌘, 2 9 , pk(B) , vsig(q (2, g) , jMM) , PAN9 ,<: 9 , PIN9 )

if 8 8 D, 8   9

C1 ( Æj 9 ) if 8 2 U1 \ _ 9
C2 ( Æj 9 ,- 1

8 f) if 8 2 U2 \ _ 9
C3 ( Æj 9 ,- 1

8 f,08 ) if 8 2 U3 \ _ 9
C4 ( Æj 9 ,:29 (08 ,-

1
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2
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1
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2
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0
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C=6 W
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of
C s.t. PIN9 is consumed
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DB4A

⌦
PIN9

↵
if 9  � and else

⇡⌫ 9
8 =

8>>><
>>>:

0
if 9  � and 9; 2 V3 [ V4, s.t. param-
eters of the card 9 are consumed in
the session ;

hB8, PAN9 i
⌦
hPIN9 ,<: 9 ,q

�
2 9 , g

�
i
↵
if 9  � and else

We de�ne the processes corresponding to di�erent stages of the
terminal’s execution.

)8 =

8>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>><
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>:

TONH1 (DB4A , Æk8 ) if 8 2 Won1
TONH2 (DB4A , Æk8 , C8 ,TX8 ) if 8 2 Won2
TONH3 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Won3
TONH4 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Won4
TONH5 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f,/
2
8 f) if 8 2 Won5

TONH6 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Won6

TONH7 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Won7

TONH8 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Won8

TONH9 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Won9

TONH10 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f,R) if 8 2 W

on
10

TONH11 if 8 2 Won11
TOFH1 (DB4A , Æk8 ) if 8 2 Wof1
TOFH2 (DB4A , Æk8 , C8 ,TX8 ) if 8 2 Wof2
TONH3 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wof3
TONH4 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wof4
TONH5 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f,/
2
8 f) if 8 2 Wof5

TONH6 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Wof6

TONH7 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Wof7

TONH8 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Wof8

TONH9 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Wof9

TONH10 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Wof10

TONH11 if 8 2 Wof11
TLO1 ( Æk8 ) if 8 2 Wlo1
TLO2 ( Æk8 , C8 ,TX8 ) if 8 2 Wlo2
TLO3 ( Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wlo3
TLO4 ( Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wlo4
TLO5 ( Æk8 , C8 ,TX8 ,/ 1

8 f,/
2
8 f) if 8 2 Wlo5

TLO6 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f) if 8 2 Wlo6

TLO7 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f,/

3
8 f) if 8 2 Wlo7

TLO8 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f,/

3
8 f) if 8 2 Wlo8

TLO9 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f,/

3
8 f,R) if 8 2 Wlo9

TLO10 if 8 2 Wlo10

Or, otherwise, if 8 2 FM \ FG

)8 =
a2⌘.C4A<h2⌘i.)onhi (DB4A , 2⌘, vpk(jMM) , crt, kbt8 ) +
a2⌘.C4A<h2⌘i.)offhi (DB4A , 2⌘, vpk(jMM) , crt, kbt8 ) +
a2⌘.C4A<h2⌘i.)lo (2⌘, vpk(jMM) , crt, kbt)8

Using the notation introduced above we de�ne the relation R as
the least symmetric open relation satisfying the conditions in Fig. 10,
where the generic states in the specworld ( , � ,�, �,⌫)spec (- ,. ,/ )
and the generic state in the impl world ( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ )
are de�ned in Fig. 11, 12 respectively. Notice that the generic impl
state is additionally parametrised by the partition ⇤which elements
track all sessions with a particular card.

UTXspec R UTXimpl

UTX1spec ,

a Æn .(
n
pk(B)/?:B

o
|

>DC hvpk(jMM)i.
(!PCspec | a1C .!PBT))

R

UTX1impl ,

a Æn .(
n
pk(B)/?:B

o
|

>DC hvpk(jMM)i.
(!PCimpl | a1C .!PBT))

UTX2spec ,
a Æn .(f0 | !PCspec | a1C .!PBT)

R
UTX2impl ,
a Æn .(f0 | !PCimpl | a1C .!PBT)

( , � ,�, �,⌫)spec (- ,. ,/ ) R ( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ )

Figure 10: De�ning conditions for the bisimulation relation.

To conclude the de�nition of R we should clarify which mes-
sages are available to an attacker at a given state, i.e. to de�ne the
substitutions f0, f and \ . The de�nition of f0 is straightforward.

f0 =
n
pk(B),vpk(jMM)/?:B ,?:MM

o
To de�ne of f and \ we introduce the following shorthand

for messages. Firstly we de�ne pk2 B q (2, g) and the following
cryptograms: AC = h0, PAN, p1 (dec(I, h(q (0 · 2, G))))i, ACok =
h0, PAN, p1 (dec(I, h(q (0 · 2, G)))) , oki, and the failure cryptogram
AC? = h0, PAN, p1 (dec(I, h(q (0 · 2, G)))) ,?i. We will also needckbt = p3 (p1 (dec(~, h(q (0 · 2, G))))) and the list of parameters Æ4 B
(0, 2,<:, PAN, G,~, I)
ecert(t̂, G) = {hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i}h(q (t̂,G))
emcert(0, 2, G) = {hq (0, pk2 ) ,q (0, vsig(pk2 , jMM))i}h(q (0 ·2,G))
etx(C, CG, G) = {hCG,?i}h(q (C ,G))
etxpin(C, CG, G, uPIN) = {hCG, uPINi}h(q (C ,G))
eaclo(Æ4) = {{hAC, h(hAC<:i)i}

h
⇣
q
⇣
0·2,ckbt⌘⌘ }h(q (0 ·2,G))

eachi(Æ4) = {h{hACok, h
⇣
hACok,<:i

⌘
i}

h
⇣
q
⇣
0·2,ckbt⌘⌘ i, ok}h(q (0·2,G))

eacfail(Æ4) = {h{hAC?, h
�
hAC?,<:i

�
i}

h
⇣
q
⇣
0 ·2,ckbt⌘⌘ i,?}h(q (0·2,G))

To present f and \ in Fig. 13 we introduce the index function
ind : {f, \ } ! D de�ned for a substitution d 2 {f, \ } as follows:
ind(f) = 8, ind(\ ) = 9 .

The aliases for the messages output in session 8 , and available to
the attacker are as follows. Terminal’s, card’s, and bank’s channels

Anon.

( , � ,�, �,⌫)spec (- ,. ,/ ) ,
a Æn, PIN1...⇡+ ,<:1...⇡+ , 21...⇡+ , PAN1...⇡+ ,
§2⌘1...⇡ ,01...⇢ ,1C , ch1...�+⌧+" , •2⌘1...�+⌧ ,
®2⌘1...�+" , C1...!, TX1...! .( f |
⇠1 | . . . | 0 | !DB4A hPIN1i |

. . . | 0 | !hB8, PAN1ihhPIN1,<:1,q (21, g)ii) |
. . .

⇠8 | . . . | 0 | !DB4A hPIN8 i |

. . . | 0 | !hB8, PAN8 ihhPIN8 ,<:8 ,q (28 , g)ii) |
. . .

⇠⇡+ | . . . | 0 | !DB4A hPIN⇡+ i |

. . . | 0 | !hB8, PAN⇡+ ihhPIN⇡+ ,<:⇡+ ,q (2⇡+ , g)ii) |
!PCspec |
⌫1 | )1 |
. . . |
⌫ 9 | )9 |
. . . |
⌫�+⌧+" | )�+⌧+" | !PBT)

Figure 11: The generic state in the spec world.

are labelled as 2⌘C8 , 2⌘28 , and 2⌘18 respectively. Terminal’s messages
are labelled as D08 , D18 , D28 , D38 , and D48 . Card’s messages as E08 ,
E18 , E28 . Bank’s reply asF08 .

We start with a natural freshness conditions, i.e. that message
labels from dom(f), dom(\ ) cannot refer to neither bound nor free
names. Firstly, for any 8,: 2 D [ F [ G, ; 2 {1 . . . 3},< 2 {1 . . . 4}
we have ?:B , ?:MM, 2⌘C8 , 2⌘28 , 2⌘18 , D08 , E08 , D18 , E18 , D28 , E28 , D38 ,
F08 , D48 , - ;8 , .

1
8 , /

<
8 # {20A3, C4A<, ok,?, accept, auth, lo, hi} [

{DB4A , B, B8, jMM,1C , PIN: ,<:: , 2: , §2⌘: ,0: , ch: , •2⌘: , C: , TX: }. Then for
the inputs we have fv

�
- 1
8

�
# {E08 , E18 , E28 }, fv

�
- 2
8

�
# {E18 , E28 },

fv
⇣
- 3
8

⌘
# {E28 }, fv

�
/ 1
8

�
# {D18 ,D28 ,D38 ,D48 }, fv

�
/ 2
8

�
# {D28 ,D38 ,D48 },

fv
⇣
/ 3
8

⌘
# {D38 ,D48 }, fv

�
/ 4
8

�
# {D48 }, fv

�
. 1
8

�
# {F08 }.

Bisimulation. Now, when the relation is de�ned, we can start
consider all possible moves each side can make. Since we have
de�nedR as a symmetric relation, we consider only the cases when
the spec process starts �rst.

Case 1. >DC (?:B ), UPspec R UPimpl.
The process UPspec can make the transition >DC (?:B ) to the

state UP1spec. There is a state UP1impl to which the process UPimpl

can make the transition >DC (?:B ). By the de�nition of R we have
UP1spec R UP1impl.

Case 2. >DC (?:MM), UP1spec R UP1impl.
Identical to Case 1.
Case 3. 20A3 (2⌘2⇡+1).

( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ ) ,
a Æn, PIN1...� ,<:1...� , 21...� , PAN1...� , §2⌘1...⇡ ,
01...⇢ ,1C , ch1...�+⌧+" , •2⌘1...�+⌧ , ®2⌘1...�+"
C1...!, TX1...! .( \ |
⇠1
1 | * 1

1 | DB11 |
. . .
⇠1
81
| * 1
81
| DB181 |

. . .
⇠1
⇡1+ 1

| * 1
⇡1+ 1

| DB1⇡1+ 1
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2 9 , pk(B) , vsig(q (2, g) , jMM) , PAN9 ,<: 9 , PIN9 ) |
DB4A hPIN1i | DB(B8, PAN1,<:1, PIN1)) |
. . .
⇠⌘⇡⌘�1+ ⌘�1+1 | *⌘⇡⌘�1+ ⌘�1+1 | DB⌘⇡⌘�1+ ⌘�1+1 |
. . .
⇠⌘8⌘ | *⌘8⌘ | DB⌘8⌘ |
. . .
⇠⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘

| *⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘
|

DB⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2⌘, pk(B) , vsig(q (2, g) , jMM) , PAN⌘,<:⌘, PIN⌘) |
DB4A hPIN⌘i | DB(B8, PAN⌘,<:⌘, PIN⌘)) |
. . .
⇠�⇡��1+ ��1+1 | *�⇡��1+ ��1+1 | DB�⇡��1+ ��1+1 |
. . .
⇠�8� | *�8� | DB�8� |
. . .
⇠�⇡��1+ ��1+⇡� + �

| *�⇡��1+ ��1+⇡� + �
|

DB�⇡��1+ ��1+⇡� + �
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2� , pk(B) , vsig(q (2, g) , jMM) , PAN� ,<:� , PIN� ) |
DB4A hPIN� i | DB(B8, PAN� ,<:� , PIN� )) |
!PCimpl |
⌫1 | )1 |
. . . |
⌫ 9 | )9 |
. . . |
⌫�+⌧+" | )�+⌧+" | !PBT)

Figure 12: The generic state in the impl world.

From now on, we will only track the e�ect of the transition on
the parameters de�ning the state, hence the parameters not a�ected
by the transition are omitted.

The spec process either creates a new card and outputs the
channel, hence transits to U1 [ {⇡ + 1} or outputs a channel for the
waiting card evolving to  � 1,U1 [ {⇡ + 1}. The impl process can
match by either creating a new card and announcing the channel
U1 [ {⇡ + 1},⇤[ {⇡ + 1}, starting new session for the existing card
⌘ making the transition to U1 [ {⇡ + 1}, _⌘ [ {⇡ + 1} or outputting

Anon.

( , � ,�, �,⌫)spec (- ,. ,/ ) ,
a Æn, PIN1...⇡+ ,<:1...⇡+ , 21...⇡+ , PAN1...⇡+ ,
§2⌘1...⇡ ,01...⇢ ,1C , ch1...�+⌧+" , •2⌘1...�+⌧ ,
®2⌘1...�+" , C1...!, TX1...! .( f |
⇠1 | . . . | 0 | !DB4A hPIN1i |

. . . | 0 | !hB8, PAN1ihhPIN1,<:1,q (21, g)ii) |
. . .

⇠8 | . . . | 0 | !DB4A hPIN8 i |

. . . | 0 | !hB8, PAN8 ihhPIN8 ,<:8 ,q (28 , g)ii) |
. . .

⇠⇡+ | . . . | 0 | !DB4A hPIN⇡+ i |

. . . | 0 | !hB8, PAN⇡+ ihhPIN⇡+ ,<:⇡+ ,q (2⇡+ , g)ii) |
!PCspec |
⌫1 | )1 |
. . . |
⌫ 9 | )9 |
. . . |
⌫�+⌧+" | )�+⌧+" | !PBT)

Figure 11: The generic state in the spec world.

are labelled as 2⌘C8 , 2⌘28 , and 2⌘18 respectively. Terminal’s messages
are labelled as D08 , D18 , D28 , D38 , and D48 . Card’s messages as E08 ,
E18 , E28 . Bank’s reply asF08 .

We start with a natural freshness conditions, i.e. that message
labels from dom(f), dom(\ ) cannot refer to neither bound nor free
names. Firstly, for any 8,: 2 D [ F [ G, ; 2 {1 . . . 3},< 2 {1 . . . 4}
we have ?:B , ?:MM, 2⌘C8 , 2⌘28 , 2⌘18 , D08 , E08 , D18 , E18 , D28 , E28 , D38 ,
F08 , D48 , - ;8 , .

1
8 , /

<
8 # {20A3, C4A<, ok,?, accept, auth, lo, hi} [

{DB4A , B, B8, jMM,1C , PIN: ,<:: , 2: , §2⌘: ,0: , ch: , •2⌘: , C: , TX: }. Then for
the inputs we have fv

�
- 1
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�
# {E08 , E18 , E28 }, fv

�
- 2
8

�
# {E18 , E28 },

fv
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8
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�
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�
. 1
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Bisimulation. Now, when the relation is de�ned, we can start
consider all possible moves each side can make. Since we have
de�nedR as a symmetric relation, we consider only the cases when
the spec process starts �rst.

Case 1. >DC (?:B ), UPspec R UPimpl.
The process UPspec can make the transition >DC (?:B ) to the

state UP1spec. There is a state UP1impl to which the process UPimpl

can make the transition >DC (?:B ). By the de�nition of R we have
UP1spec R UP1impl.

Case 2. >DC (?:MM), UP1spec R UP1impl.
Identical to Case 1.
Case 3. 20A3 (2⌘2⇡+1).

( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ ) ,
a Æn, PIN1...� ,<:1...� , 21...� , PAN1...� , §2⌘1...⇡ ,
01...⇢ ,1C , ch1...�+⌧+" , •2⌘1...�+⌧ , ®2⌘1...�+"
C1...!, TX1...! .( \ |
⇠1
1 | * 1

1 | DB11 |
. . .
⇠1
81
| * 1
81
| DB181 |

. . .
⇠1
⇡1+ 1

| * 1
⇡1+ 1

| DB1⇡1+ 1
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2 9 , pk(B) , vsig(q (2, g) , jMM) , PAN9 ,<: 9 , PIN9 ) |
DB4A hPIN1i | DB(B8, PAN1,<:1, PIN1)) |
. . .
⇠⌘⇡⌘�1+ ⌘�1+1 | *⌘⇡⌘�1+ ⌘�1+1 | DB⌘⇡⌘�1+ ⌘�1+1 |
. . .
⇠⌘8⌘ | *⌘8⌘ | DB⌘8⌘ |
. . .
⇠⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘

| *⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘
|

DB⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘
|
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DB4A hPIN⌘i | DB(B8, PAN⌘,<:⌘, PIN⌘)) |
. . .
⇠�⇡��1+ ��1+1 | *�⇡��1+ ��1+1 | DB�⇡��1+ ��1+1 |
. . .
⇠�8� | *�8� | DB�8� |
. . .
⇠�⇡��1+ ��1+⇡� + �

| *�⇡��1+ ��1+⇡� + �
|

DB�⇡��1+ ��1+⇡� + �
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2� , pk(B) , vsig(q (2, g) , jMM) , PAN� ,<:� , PIN� ) |
DB4A hPIN� i | DB(B8, PAN� ,<:� , PIN� )) |
!PCimpl |
⌫1 | )1 |
. . . |
⌫ 9 | )9 |
. . . |
⌫�+⌧+" | )�+⌧+" | !PBT)

Figure 12: The generic state in the impl world.

From now on, we will only track the e�ect of the transition on
the parameters de�ning the state, hence the parameters not a�ected
by the transition are omitted.

The spec process either creates a new card and outputs the
channel, hence transits to U1 [ {⇡ + 1} or outputs a channel for the
waiting card evolving to  � 1,U1 [ {⇡ + 1}. The impl process can
match by either creating a new card and announcing the channel
U1 [ {⇡ + 1},⇤[ {⇡ + 1}, starting new session for the existing card
⌘ making the transition to U1 [ {⇡ + 1}, _⌘ [ {⇡ + 1} or outputting
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if 8 8 D, 8   9

C1 ( Æj 9 ) if 8 2 U1 \ _ 9
C2 ( Æj 9 ,- 1

8 f) if 8 2 U2 \ _ 9
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8 f,08 ) if 8 2 U3 \ _ 9
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2
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8 f),08 ,-
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C6 ( Æj 9 ,:29 (08 ,-
1
8 f),08 ,-
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8 f,-

3
8 f) if 8 2 U6 \ _ 9

C7 if 8 2 U7 \ _ 9

* 9
8 =

8>>>><
>>>>:

0
if 9  � and 9; 2 –11

C=6 W
on
C or

; 2 –9
C=6 W

of
C s.t. PIN9 is consumed

in session ;
DB4A

⌦
PIN9

↵
if 9  � and else

⇡⌫ 9
8 =

8>>><
>>>:

0
if 9  � and 9; 2 V3 [ V4, s.t. param-
eters of the card 9 are consumed in
the session ;

hB8, PAN9 i
⌦
hPIN9 ,<: 9 ,q

�
2 9 , g

�
i
↵
if 9  � and else

We de�ne the processes corresponding to di�erent stages of the
terminal’s execution.

)8 =

8>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>><
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>:

TONH1 (DB4A , Æk8 ) if 8 2 Won1
TONH2 (DB4A , Æk8 , C8 ,TX8 ) if 8 2 Won2
TONH3 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Won3
TONH4 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Won4
TONH5 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f,/
2
8 f) if 8 2 Won5

TONH6 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Won6

TONH7 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Won7

TONH8 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Won8

TONH9 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Won9

TONH10 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f,R) if 8 2 W

on
10

TONH11 if 8 2 Won11
TOFH1 (DB4A , Æk8 ) if 8 2 Wof1
TOFH2 (DB4A , Æk8 , C8 ,TX8 ) if 8 2 Wof2
TONH3 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wof3
TONH4 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wof4
TONH5 (DB4A , Æk8 , C8 ,TX8 ,/ 1

8 f,/
2
8 f) if 8 2 Wof5

TONH6 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Wof6

TONH7 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN) if 8 2 Wof7

TONH8 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Wof8

TONH9 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Wof9

TONH10 (DB4A , Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f, uPIN,/

3
8 f) if 8 2 Wof10

TONH11 if 8 2 Wof11
TLO1 ( Æk8 ) if 8 2 Wlo1
TLO2 ( Æk8 , C8 ,TX8 ) if 8 2 Wlo2
TLO3 ( Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wlo3
TLO4 ( Æk8 , C8 ,TX8 ,/ 1

8 f) if 8 2 Wlo4
TLO5 ( Æk8 , C8 ,TX8 ,/ 1

8 f,/
2
8 f) if 8 2 Wlo5

TLO6 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f) if 8 2 Wlo6

TLO7 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f,/

3
8 f) if 8 2 Wlo7

TLO8 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f,/

3
8 f) if 8 2 Wlo8

TLO9 ( Æk8 , C8 ,TX8 ,/ 1
8 f,/

2
8 f,/

3
8 f,R) if 8 2 Wlo9

TLO10 if 8 2 Wlo10

Or, otherwise, if 8 2 FM \ FG

)8 =
a2⌘.C4A<h2⌘i.)onhi (DB4A , 2⌘, vpk(jMM) , crt, kbt8 ) +
a2⌘.C4A<h2⌘i.)offhi (DB4A , 2⌘, vpk(jMM) , crt, kbt8 ) +
a2⌘.C4A<h2⌘i.)lo (2⌘, vpk(jMM) , crt, kbt)8

Using the notation introduced above we de�ne the relation R as
the least symmetric open relation satisfying the conditions in Fig. 10,
where the generic states in the specworld ( , � ,�, �,⌫)spec (- ,. ,/ )
and the generic state in the impl world ( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ )
are de�ned in Fig. 11, 12 respectively. Notice that the generic impl
state is additionally parametrised by the partition ⇤which elements
track all sessions with a particular card.

UTXspec R UTXimpl

UTX1spec ,

a Æn .(
n
pk(B)/?:B

o
|

>DC hvpk(jMM)i.
(!PCspec | a1C .!PBT))

R

UTX1impl ,

a Æn .(
n
pk(B)/?:B

o
|

>DC hvpk(jMM)i.
(!PCimpl | a1C .!PBT))

UTX2spec ,
a Æn .(f0 | !PCspec | a1C .!PBT)

R
UTX2impl ,
a Æn .(f0 | !PCimpl | a1C .!PBT)

( , � ,�, �,⌫)spec (- ,. ,/ ) R ( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ )

Figure 10: De�ning conditions for the bisimulation relation.

To conclude the de�nition of R we should clarify which mes-
sages are available to an attacker at a given state, i.e. to de�ne the
substitutions f0, f and \ . The de�nition of f0 is straightforward.

f0 =
n
pk(B),vpk(jMM)/?:B ,?:MM

o
To de�ne of f and \ we introduce the following shorthand

for messages. Firstly we de�ne pk2 B q (2, g) and the following
cryptograms: AC = h0, PAN, p1 (dec(I, h(q (0 · 2, G))))i, ACok =
h0, PAN, p1 (dec(I, h(q (0 · 2, G)))) , oki, and the failure cryptogram
AC? = h0, PAN, p1 (dec(I, h(q (0 · 2, G)))) ,?i. We will also needckbt = p3 (p1 (dec(~, h(q (0 · 2, G))))) and the list of parameters Æ4 B
(0, 2,<:, PAN, G,~, I)
ecert(t̂, G) = {hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i}h(q (t̂,G))
emcert(0, 2, G) = {hq (0, pk2 ) ,q (0, vsig(pk2 , jMM))i}h(q (0 ·2,G))
etx(C, CG, G) = {hCG,?i}h(q (C ,G))
etxpin(C, CG, G, uPIN) = {hCG, uPINi}h(q (C ,G))
eaclo(Æ4) = {{hAC, h(hAC<:i)i}

h
⇣
q
⇣
0·2,ckbt⌘⌘ }h(q (0 ·2,G))

eachi(Æ4) = {h{hACok, h
⇣
hACok,<:i

⌘
i}

h
⇣
q
⇣
0·2,ckbt⌘⌘ i, ok}h(q (0·2,G))

eacfail(Æ4) = {h{hAC?, h
�
hAC?,<:i

�
i}

h
⇣
q
⇣
0 ·2,ckbt⌘⌘ i,?}h(q (0·2,G))

To present f and \ in Fig. 13 we introduce the index function
ind : {f, \ } ! D de�ned for a substitution d 2 {f, \ } as follows:
ind(f) = 8, ind(\ ) = 9 .

The aliases for the messages output in session 8 , and available to
the attacker are as follows. Terminal’s, card’s, and bank’s channels

◼

✤ Define a relation (hard)

✤ Verify it is a quasi-open 
bisimulation (less hard)



CONTRIBUTIONS

• UTX: a practical and provably unlinkable secure payment protocol. 

• A methodology of proving privacy properties. 



RETURNING TO RESEARCH QUESTIONS

Q1: Can we identify the requirements for an equivalence 
notion suitable for modelling indistinguishability properties 
of security protocols?  

R1, R2, R3.

Q2: Can we identify a canonical equivalence notion satisfying 
the identified demands?  

Quasi-open bisimilarity.

Q3: Can we reason effectively about protocols using the 
identified equivalence?  

UBDH and UTX have been analysed, compositionality allows 
to reduce the amount of work, direction for future work is 
an automated proof certificate verifier.



Thank you!
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• Compositional Analysis of Protocol Equivalence in the Applied pi-Calculus 
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Semen; Cerone, Antonio; Ölveczky, Peter Csaba in Theoretical Aspects of 
Computing – ICTAC (2021)  

• Unlinkability of an Improved Key Agreement Protocol for EMV 2nd Gen 
Payments – Horne, Ross James; Mauw, Sjouke; Yurkov, Semen in 35th 
IEEE Computer Security Foundations Symposium (CSF) (2022) 

• When privacy fails, a formula describes an attack: A complete and 
compositional verification method for the applied pi-calculus – Horne, 
Ross James; Mauw, Sjouke; Yurkov, Semen in Theoretical Computer 
Science, Elsevier (2023) 

• full protocol paper (under submission)


