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Provably unlinkable smart card-based payments
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ACTIVE ATTACKERS CAN ACTIVATE THE CARD

Passive eavesdropping
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• To the card an active attacker is indistinguishable from the honest terminal


• The cardholder, however, never enters their PIN into a random terminal that pop up on the street




REQUIREMENTS
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Functional

• Fast


• The support of PIN


• TX: 


• Offline/Online


• Contact/Contactless


• High/Low-Value

• T authenticates C


• T checks the legitimacy of C 


• T checks that C is not expired


• Agreement


• If B accepts the transaction, then B, T, 
and C agree on the transaction

Security

• Unlinkability


• NO card number PAN


• NO certificate (public key, signature)


• NO expiry date

Privacy

UNLINKABILITY



UTX PROTOCOL: PHASES
Provably Unlinkable Smart Card-based Payments CCS ’23, November 26–30, 2023, Copenhagen, Denmark

⇠

pk(B) , h{ hMM, vsig(q (2, g) , jMM) i }60MM=0 i, 2 ,
q (2, g) ,<: , PAN, PIN

)

hhMM,q (1C , g) i, sig( hMM,q (1C , g) i, B) i,
vpk(jMM) , kbt, TX0

⌫

1C , kbt, q (2, g) ,
<: , PAN, PIN

SELECT PaySys_List

hUnlinkablei

fresh 0 fresh C

SELECT Unlinkable, Z1 B q (C, g)

Z2 B q (0,q (2, g))

k2B h(q (0 · 2,Z1)) kCB h(q (C,Z2))

hMC,MCB i B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i

check(MCB , pk(B)) = MC

[B,BB ] B hq (0,q (2, g)) ,q (0, vsig(q (2, g) , jMM))i

vcheck(BB , vpk(jMM)) = B
B = Z2

TX B TX0, uPIN
off

high-value
Enter uPIN

uPIN = PIN
off

k21B h(q (0 · 2,q (1C , g))) AC B h0, PAN, TX, ok i

AC⌘<02 B h(hAC,<:i)

{hAC,AC⌘<02 i}k21 , ok , TX

k2= kC

TX0,Z2, {hAC,AC⌘<02 i}k21 , uPIN
on

k12B h(q (1C ,Z2)) [= k21 ]

h( hAC,<: i) = AC⌘<02

TX = TX0

q (0,q (2, g)) = Z2
hPAN, TX,0i is unique

uPIN = PIN
onl

TX, accept

kbt

Figure 4: The UTX protocol. O�line and online high-value modes are annotated as off and on respectively.
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THE ESSENCE OF UTX
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Figure 4: The UTX protocol. O�line and online high-value modes are annotated as off and on respectively.

• Each month PaySys reveals the signed bank’s public key + the validation key

• The card generates a session key with the bank and encrypts the card number PAN

• The card responds to the current (or previous) month by presenting the month certificate

M, sig M, s check M, sig M, s , pk s OK

f a, vsig M, s vsig f a, M , s

check M, vsig M, s , vpk s OK

check f a, M , f a, vsig M, s , vpk s OK

VERHEUL SIGNATURES



UNLINKABILITY (DEFINITION)

∼
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(a) The real protocol speci�cation UTXimpl

a user, B, B8, jMM .>DC hpk(B)i.>DC hvpk(jMM)i.
⇣

!aPIN,<:, 2, PAN.
�

let crtC B vsig(q (2, g) , jMM) in
!ach.20A3 hchi.⇠ (ch, 2, pk(B) , crtC, PAN,<:, PIN)

| !userhPINi | !hB8, PANihhPIN,<:,q (2, g)ii
�
|

a1C .!akbt.
�

ach.10=: hchi.⌫(ch, B8, kbt,1C ) |
let crt B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)iin

ach.C4A<hchi.) (DB4A , ch, vpk(jMM) , crt, kbt)
� ⌘

(b) The ideal unlinkable protocol speci�cation UTXspec

a user, B, B8, jMM .>DC hpk(B)i.>DC hvpk(jMM)i.
⇣

!aPIN,<:, 2, PAN.
�

let crtC B vsig(q (2, g) , jMM) in
ach.20A3 hchi.⇠ (ch, 2, pk(B) , crtC, PAN,<:, PIN)
| !userhPINi | !hB8, PANihhPIN,<:,q (2, g)ii

�
|

a1C .!akbt.
�

ach.10=: hchi.⌫(ch, B8, kbt,1C ) |
let crt B hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)iin

ach.C4A<hchi.) (DB4A , ch, vpk(jMM) , crt, kbt)
� ⌘

Figure 6: Speci�cations for the real UTX protocol and its ideal unlinkable version

user, which models that the PIN can only be entered into honest
terminals. Then the terminal sends the transaction details to the
card, receives the application cryptogram in the response, and sends
it to the bank together with the entered PIN. Since we are in the
online mode, the terminal authorises the transaction only after
receiving con�rmation from the bank. In contrast, o�ine terminals
authorise transactions right after receiving the reply from the card.

The o�ine high-value and low-value modes are similar, and their
speci�cations appear in Appendix B of [16]. The o�ine high-value
mode requires the terminal to send the entered PIN to the card
since only the card can verify the PIN if the terminal is o�ine.
Terminals operating in this mode accept transactions only if the
ok reply has been received from the card, however, regardless of
the outcome, the cryptogram is always sent to the bank eventually.
Low-value transactions are PINless, hence the corresponding role
speci�cation )lo does not require that online and o�ine modes are
distinguished.

4.2.3 The bank process. ⌫, speci�ed in Fig. 5c, that connects to a
terminal session identi�ed by the shared key kbt is represented as
follows.

ach.10=: hchi.⌫(ch, B8, kbt,1C )

In addition to kbt, its parameters are the session channel ch, the
system-wide channel B8 that is used by the payment system to ac-
cess the card database, and the bank’s secret key 1C . We model
each entry inserted into the card database using the instruction
!hB8, PANihhPIN,<:,q (2, g)ii, and the corresponding entry can be
read by receiving a message on the channel consisting of the pair
hB8, PANi where the �rst component of the channel keeps the data-
base private to the bank and the second component indicates the
entry to look up. After receiving a transaction request from a termi-
nal, the bank derives the symmetric key with the card :12 , obtains
the PAN from the cryptogram, and obtains the card’s PIN, its mas-
ter key<: , and the public key q (2, g) from the database channel
B8 . The integrity of the cryptogram is then checked against the
corresponding information from the database, taking into account
the veri�cation of the PIN if the transaction is high value. If all the
checks are ok, the transaction is accepted, otherwise not; and in all
cases, a con�rmation message is sent in reply to the terminal.

4.2.4 The full protocol. To complete the speci�cation, in Fig. 6 we
present the full system, which operates as follows. At the start, the
system-wide parameters are generated and public data that includes
the system public key pk(B) and the month public key vpk(jMM)
is announced on the public channel >DC . A new card is issued by
the generation of the card-speci�c parameters PIN,<: , 2 , and PAN,
and can participate in many sessions, hence the red replication
operator “!”. Notice that together with the card the system has a
userhPINi process that models the user entering PIN into a terminal
on the channel user known only to the terminals; and the process
hB8, PANihhPIN,<:,q (2, g)ii that models the entry into the card
database that the bank can access to get the card’s data. The bottom
part of the �gure speci�es the back end of the system, i.e. the banks
and the terminals. There is a system-wide secret key of the bank 1C
and a session-wise (hence the replication) symmetric key between
the bank and the terminal :1C . Notice also that we are using public
session channels ch to give an attacker the power to observe which
agents are communicating.

4.2.5 The Dolev-Yao model accounts for malicious terminals. Ter-
minals operated by attackers should be accounted for in our threat
model, since, consistent with EMV, terminals are not authenticated
by the card and hence can be implemented and operated by any-
one. In our model, indeed, an attacker can impersonate a termi-
nal, either up until the point when the PIN is requested, or, in
modes where the PIN is never requested, proceed to obtain the
encrypted application cryptogram produced by the card. To op-
erate as a terminal, an attacker only needs the bank’s certi�cate
hhMM,q (1C , g)i, sig(hMM,q (1C , g)i, B)i which is straightforward to
obtain since an honest terminal gives away this certi�cate to any-
one it communicates with. Indeed, a fake card can be used to obtain
new monthly certi�cates even if authorities only distribute them
to honest terminals. Such a fake card would �rst engage in a Di�e-
Hellman handshake with an honest terminal, which establishes a
channel on which an attacker can receive the certi�cate currently
loaded into the terminal. No knowledge of any private key is re-
quired to implement such fake cards. This viable threat is accounted
for in the proofs of unlinkability theorems in the next section.

A card can participate in 
many sessions.

A card can participate in 
at most one session.



UNLINKABILITY (PROOF CERTIFICATE)
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( Æ , � ,�, �,⌫,⇤)impl (- ,. ,/ ) ,
a Æn, PIN1...� ,<:1...� , 21...� , PAN1...� , §2⌘1...⇡ ,
01...⇢ ,1C , •2⌘1...�+⌧ , ®2⌘1...�+"
C1...!, TX1...! .( \ |
⇠1
1 | * 1

1 | DB11 |
. . .
⇠1
81
| * 1
81
| DB181 |

. . .
⇠1
⇡1+ 1

| * 1
⇡1+ 1

| DB1⇡1+ 1
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2 9 , pk(B) , vsig(q (2, g) , jMM) , PAN9 ,<: 9 , PIN9 ) |
DB4A hPIN1i | DB(B8, PAN1,<:1, PIN1)) |
. . .
⇠⌘⇡⌘�1+ ⌘�1+1 | *⌘⇡⌘�1+ ⌘�1+1 | DB⌘⇡⌘�1+ ⌘�1+1 |
. . .
⇠⌘8⌘ | *⌘8⌘ | DB⌘8⌘ |
. . .
⇠⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘

| *⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘
|

DB⌘⇡⌘�1+ ⌘�1+⇡⌘+ ⌘
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2⌘, pk(B) , vsig(q (2, g) , jMM) , PAN⌘,<:⌘, PIN⌘) |
DB4A hPIN⌘i | DB(B8, PAN⌘,<:⌘, PIN⌘)) |
. . .
⇠�⇡��1+ ��1+1 | *�⇡��1+ ��1+1 | DB�⇡��1+ ��1+1 |
. . .
⇠�8� | *�8� | DB�8� |
. . .
⇠�⇡��1+ ��1+⇡� + �

| *�⇡��1+ ��1+⇡� + �
|

DB�⇡��1+ ��1+⇡� + �
|

!(a2⌘.20A3 h2⌘i.
⇠ (2⌘, 2� , pk(B) , vsig(q (2, g) , jMM) , PAN� ,<:� , PIN� ) |
DB4A hPIN� i | DB(B8, PAN� ,<:� , PIN� )) |
!PCimpl |
⌫\1 | )\1 |
. . . |
⌫\9 | )\9 |
. . . |
⌫\�+⌧+" | )\�+⌧+" | !PBT)

R

( , � ,�, �,⌫)spec (- ,. ,/ ) ,
a Æn, PIN1...⇡+ ,<:1...⇡+ , 21...⇡+ , PAN1...⇡+ ,
§2⌘1...⇡ ,01...⇢ ,1C , •2⌘1...�+⌧ ,
®2⌘1...�+" , C1...!, TX1...! .( f |
⇠1 | . . . | 0 | !DB4A hPIN1i |

. . . | 0 | !hB8, PAN1ihhPIN1,<:1,q (21, g)ii) |
. . .

⇠8 | . . . | 0 | !DB4A hPIN8 i |

. . . | 0 | !hB8, PAN8 ihhPIN8 ,<:8 ,q (28 , g)ii) |
. . .

⇠⇡+ | . . . | 0 | !DB4A hPIN⇡+ i |

. . . | 0 | !hB8, PAN⇡+ ihhPIN⇡+ ,<:⇡+ ,q (2⇡+ , g)ii) |
!PCspec |
⌫f1 | )f1 |
. . . |
⌫f9 | )f9 |
. . . |
⌫f�+⌧+" | )f�+⌧+" | !PBT)

Figure 11: The generic state in the spec world.
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CONCLUSION

• It is feasible to prove bisimilarity-based properties of complex protocols 

• UTX is unlinkable in the presence of active attackers

• UTX respects the essential security guarantees card payments provide

• Privacy-preserving smart card payments are feasible

• UTX requires only a software update to the current payment infrastructure

• UTX can coexist with traditional card payments


