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ACTIVE ATTACKERS CAN ACTIVATE THE CARD
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Active communication

Passive eavesdropping

» To the card an active attacker is indistinguishable from the honest terminal

» The cardholder, however, never enters their PIN into a random terminal that pop up on the street
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UTX PROTOCOL: PHASES
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THE ESSENCE OF UTX

» Each month PaySys reveals the signed bank’s public key + the validation key

» The card responds to the current (or previous) month by presenting the month certificate

* The card generates a session key with the bank and encrypts the card number PAN

ke= ki 3 (MC, MCs) = ({MM, ¢(by, 8)), sig({MM, ¢(bz, ), s))

VERHEUL SIGNATURES
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UNLINKABILITY (DEFINITION)
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UNLINKABILITY (PROOF CERTIFICATE)
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CONCLUSION

* Privacy-preserving smart card payments are feasible

» UTXis unlinkable in the presence of active attackers

» UTX respects the essential security guarantees card payments provide

« UTX requires only a software update to the current payment infrastructure

» UTX can coexist with traditional card payments

* It is feasible to prove bisimilarity-based properties of complex protocols




